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Basswood Counsel is dedicated to keeping our clients and followers well-informed. We publish regular updates and
newsletters to share the latest industry insights and key updates from our team.
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This article is the third installment in our series of articles focusing on the emerging issues surrounding the use of
artificial intelligence in the financial and legal industry.

Alin Finance

Striking the Balance Between Innovation and Human Control in Decision Making

Author: Meg_Charles, Partner and Co-Founder, Basswood Counsel

In the evolving landscape of financial services,
artificial intelligence isn't just another technological
trend—it's rapidly becoming the cornerstone of
competitive advantage. By simplifying operations
such as summarizing complex documents,
detecting anomalies in real-time to prevent fraud,
and generating data-driven insights, As we witness
this transformation, a critical question emerges: How
do we harness Al's tremendous potential while
maintaining the human judgment and control that
have long been the bedrock of financial decision-
making?

We are standing at a fascinating crossroad that
presents unique challenges that demand our
immediate attention and strategic thinking as well
as opportunities. Al systems are now processing
loan applications in minutes rather than days,
detecting fraud patterns that would take human
analysts’” months to identify, and generating market
insights from vast data sets in real-time. These
capabilities are catalyzing operational efficiency
and decision-making speed in ways we couldn't
have imagined a decade ago.

This powerful technology comes with equally
significant responsibilities. Leaders in finance, must
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navigate a complex landscape of challenges that
demand both technical expertise and strategic
foresight to balance between leveraging Al's
capabilities and mitigating its potential downsides
to maintain trust and stability in the finance sector.

Al Challenges that warrant heightened
attention

Let’s talk about algorithmic bias — When Al systems
learn from historical data, they can perpetuate or
even amplify existing biases in lending, investment,
and insurance decisions. This can lead to unfair
outcomes, such as denying a  specific
demographics access to financial products or
services. [See The Use of Artificial Intelligence in the
Financial Industry for a detailed discussion of use of
Al in finance.] Addressing this challenge requires
transparency in the datasets used for training Al
systems and taking deliberate steps to diversify
data sources. Including diverse perspectives in the
data collection process and actively documenting
methodologies for fairness can significantly counter
the negative impact of inherent bias. Businesses
must prioritize these practices to ensure ethical
operational decisions that align with their risk
mitigation strategies. The solution isn't simply
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technical; it requires a human-centered approach
to Al development and deployment. This means
implementing robust testing frameworks, diverse
development teams, and regular bias audits to
promote trust ensure equitable access to financial
products.

With Al systems processing unprecedented
volumes of sensitive financial data, we are
witnessing a paradigm shift in the potential harm
that can arise from leakage of sensitive and
personal information. The implementation of
privacy-preserving Al techniques, such as
federated learning and homomorphic encryption,
isn't just about compliance—it's about maintaining
trust in an increasingly digital financial ecosystem.
To prevent data leakage, organizations must
adopt secure data handling policies, ensure the
use of encrypted communications, and conduct

regular cybersecurity checks. Employing
blockchain  technologies for securing data
transactions is another emerging solution.

Organizations must be aware that even the
smallest vulnerability can expose significant
volumes of sensitive information, leading to
financial liabilities and reputational damage.

For institutional decision-making, the integration of
Al presents both opportunities and risks. While Al
can enhance analysis and streamline operations,
over-reliance on automated systems can create
vulnerabilities. The key lies in developing
frameworks that combine Al's analytical power
with human expertise. This means creating clear
protocols for when Al should augment rather than
replace human judgment, especially in high-
stakes decisions.

The path forward requires a balanced and
adaptive approach to governance. [Listen to our
Al & Corporate Governance podcast here]
Traditional risk management frameworks must
evolve to address Al-specific challenges while
remaining flexible enough to accommodate rapid
technological advancement. This includes:

1.Establishing clear accountability structures for Al
decisions

2.Implementing continuous monitoring systems for Al
performance

3.Developing incident response protocols for Al-related
issues

4.Creating transparent documentation of Al systems
and their limitations
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Human Control in Decision Making

During Basswood Counsel's official launch and the ‘Al Integration in Legal
Practice’ webinar, Meg Charles shared her insights on the practical
applications, benefits, risks, and challenges of incorporating Al into the
financial and legal sectors.

Al Opportunities to be Harnessed

The opportunities are equally compelling. Al is opening
new frontiers in financial analysis, enabling real-time
risk assessment, personalized financial services, and
predictive analytics that can identify market trends
before they become apparent to human observers.
Forward-thinking organizations are using Al to
transform their operations, from automating routine
tasks to developing sophisticated trading strategies.

As we navigate this transformation, the key to success
lies not in choosing between Al and human expertise,
but in finding the sweet spot where they complement
each other. This requires a strategic approach that
emphasizes continuous learning, adaptable
governance frameworks, and a commitment to ethical
Al deployment. Finance professionals must remain
proactive, continuously auditing their systems and
revisiting their Al strategies to align with evolving
regulatory and ethical considerations.

Let's address a crucial consideration that should be
top of mind for every corporate officer: personal and
organizational liability in the age of Al-driven decision-
making. As Al systems increasingly inform critical
financial decisions, the question of accountability for
reliance on Al-generated errors becomes not just
theoretical but existentially important for corporate
leaders.

Consider this scenario: An Al system recommends a
significant portfolio reallocation based on what later
turns out to be flawed data analysis. The resulting
losses trigger shareholder litigation against the board
and C-suite executives. How do you demonstrate that
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your reliance on the Al system was a prudent
exercise of business judgment consistent with the
duty of care?

Proactive Measures to Mitigate Potential
Liability

While definitive guidance on these issues is in a
state of flux, the good news is that courts can draw
from well-established concept of existing “safe
harbor” rules to strike the balance between
harnessing the power of the technology and
human control. Corporate officers who can
demonstrate implementation of robust Al
governance frameworks will be best positioned to
forestall a finding of liability. Here’'s a blueprint for

building a “safe harbor” defense: e Regular training for officers and staff on Al
capabilities and limitations

e Documented competency assessments for
key decision-makers

e Continuous updates to reflect evolving Al
capabilities

¢ Maintain Robust Training Programs

e Document Your Due Diligence

e Maintain comprehensive records of Al
system validation processes

e Regular third-party audits of Al models and
decision frameworks

e Clear documentation of human oversight

. . The goal isn't to create bureaucratic hurdles but to
and intervention protocols

build a framework that demonstrates thoughtful,
responsible Al integration. Your defense in any

e Establisha Multi-quer Process potential litigation will rest not just on the outcome
of Al-driven decisions, but on your ability to show
e Create Al oversight committees with diverse that you took reasonable, documented Steps to

expertise ensure responsible Al use.

e Implement mandatory human review

thresholds for high-impact decisions Al holds the promise of revolutionizing the financial
* Regular stress testing of Al systems against industry, but that promise must be met with
extreme scenarios calculated caution. Let us harness its vast

potential while ensuring trust, compliance, and
equity. Financial leaders now is the time to act—

e Design Clear Escalation Protocols : SN
review your organization’s Al use cases, evaluate

o Define specific triggers for human your risk mitigation plans, and elevate your
intervention governance frameworks to foster innovation
e Establish clear chains of responsibility for Al- responsibly.

related decisions
e Document all override decisions and their
rationales
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